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Legal points on policies

oy

-3, 2006 - By Cotleen Cleary

Sunday, S
3

Can an employer's emall and internat usage policy protect a firm against employess’
tegal activity?

Arcemplover may be held vicariously liable for the actions of its i‘m{;:{}??ﬁ% if those actions
committed in the ¢ ourse of an employee's work, unless reasonable steps are taken to
orevent Or reverse im effects of the employees’ actions.

Having a specific policy relating to e-mall angd internet usage may be seen 10 be taking a
reasonable step. Hov ,ewg the policy must be a working policy that is used and readily
avatiable to all employess,

There are two examples that come to mind where an amployer may be held vicariously
iabi { i

1. Bullving and harassment

Ermployers are obliged to provide a safe place of work and a workplace that s free from
discrimination. This obligation extends beyond the mere physical surroundings of the
workplace and ncludes the provision of a workplace free from hostility,

Harassment is any form of unwanted conduct that relates fo the nine grounds as set out
in the fwmg}%f}w&eat Equality Acts 1998-2004 {(gender, marital status, §amiay status, sexual
arientation, refigion, age, disability, race or membership of the Traveller community).

Should an employes use emall or internet facilities o view o droulate inappropriate
material that could be seen to have as its purpose or effedt of harassing other members
of staff, an employer could be found to be vicariously liable for these actions.

5 is the ¢ase even if an emplovee did not intend o offend a fellow mwg:s oyee; if th
sHect of the material drculated or viewed was to cause offence, it may be deemsd to be
harassment, for which an employer could be held lable

2. Child pornography

Under the Child Trafficking and Pornography Act 1998, it is an offence o “knowingly’
produce, distribute, print or publish any child pornog aﬁmy

If an employee is misusing internet or e-mail facdilities (o accass child pormography or o
gisserni mxz such por {zwﬁﬁgﬁy, ‘i%nrf* is & view %“% at an employer may be held lable if an
§

employer is aware of the misuse and falls to ieya remedial action and/or inform the Garda
of such activity. Any delay could be seen as facilitabing the committal of a crime.

o

oth examples, t would be critical 1o have an e-mall and it
zagf:}' and enforced. This policy should set out guidelines as to v
relation to e-mail and infernet usage.

oo

are being monitored, as in the absence of such
v on evidence gathered during such monitoring.

The policy must confirm that emplovess
Brovision it may be difficuit to seek o rely

4

tis critical that the internel and e-mail usage policy provide that the misuse
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can fead to disciplinary action up to and including dismissal.
In the absence of such provision, it has been found thal, as an employee was not aware
that his behavicur could lead to ff‘sm% al, when he was dismi snd twas not legal.

his happened in the Colum C'lleary v Eagle Star Uife and Pensions {2002}, case where a
g;fa,a%p of emplovees within Eagle &;&r called themsalves the 'Legends’ and were dismissed
for groulating emails thal contained defamatory material about other employees.

The Employment Appeals Tribunal (EAT) found that there was no evidence that the e-
mails’ contents justified dismizsal and secondly, as M% czm‘giaw;s Z}rmf*’%we had not
defined misuse of e-mall as ‘gross misconduct’, it was found that the claimants conduct
did not warrant dismissal.

An employee must be aware in advance of the consequence of breaching the policy.

it is also impoviant that the e-mail and internet usage policy dovetails with the disciplinary
nolicy and a bullving and harassment policy.

What quidelines should an e-mall and internet usage policy contain?

Every policy is different, depending on whatl level of control the company wanls o
exercise,
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Ideally, a policy s @ﬂi(é set out guidelines as to what usage is acceptabl
nersonal use} and it should also sef out guidelines as to what s pr Qizg%i;ed {zuch as
ahusive and d %ﬁamaiz}g emails, download of offensive or pomogra

cirausdation of such material}.
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A policy should state that an empl yee‘g e-malis and internet use is being monitored and
?;?é.a‘{ a singular breach of the policy or consistent breaches of the policy can lead to
disciplinary action up to and indluding d ismissal,

However, companies should be aware that there s litle point in having an e-mail and
internet usage policy Fitis not a wari«’érg document that is used within the company. The
nolicy must be issued to employees when they commence with 3 company, and ideally an
empiovee should sign thelr acceptance to it

The policy shouid be %a?w; ted as an important part of the contract. Annual sign-off of z
policy s good evidence of the emploves's acceptance of i, either eledironi ig or oy
hand-written signature,

,m} ~

e policy must be easily acgss %e to the employees in either hard or soft copy.
Racently, companies have had t e-mall and internet usage policy asgear on the
opening page of the Jm}%ayézss screen daily and the emplovee must click their
acceptance o it

Alterngtively, the i

who would be reg
oy g g § a 3 P
referred to and m»>d,

In surmmary, the key things 1o highlight are that i is essential for emplovers:
o have an internet and emall usage policy in pla
to enswre employess are aware of any e-mall or internet monitoring

to make employees aware that a breach of the Intemet and e-maill usage nolicy can lead
o disciplinary action up to and including disn

0 ens

ire this policy dovetalls with the dis oy and the bullving

and harassment policy.
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